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Remarks/Arguments 

Claims 2-7, 10-24, 27 and 30-32 ara currently pending in the application. Claims 14, 
15, 16. 17, 23, and 24 have been amended. 

Claims 14, 15, 16, 17, 21 , 23, 24. and 31 stand rejected under 35 U.S.C. 1 12, 
second paragraph for being indefinite. The Instant amendment of the claims deletes 
the phrase "is hard" from the claims. Additionally, the Applicants submit that the 
expression "group [P]" Is not indefinite but is an expression that is clearly defined in 
abstract algebra such that one skilled in the art readily understands Its meaning. 
Attached as Exhibit A is page 75 from the Handbook of /VppliQd Crvotoaraphv which 
provides the accepted definition for a group. In view of the above, it is submitted that 
Claims 14, 15. 16, 17, 21, 23, 24, and 31 particularly point out and distinctly claim the 
subject matter to which the Invention is directed. 

Claim 7 stands rejected under 35 U,S.C. 103(a) as being anticipated by Cordery 
(6.175.827) in view Of Vanstone (6.212,281). This rejection is respectfully traversed. 

The Examiner admits that Cordery does not teach or suggest that the private key of 
the first party is generated as a function of the oertifteate, information specifying 
attributes of the article and the private key of the CA. However, it is the Examiner's 
position that Vanstone teaches this missing element. The Applicants submit that 
Vanstone does not teach or suggest the above method of calculating or deriving the 
private key of the first parly, Bather. In Vanstone a message is encrypted using an 
encryption key derived from the short term public key r. The claimed invention does 
not encrypt the message this way. Additionally, in Vanstone the certificate Is 
optionally used to provide necessary redundancy and is included in the encrypted 
message. In the claimed invention the certificate Is not encrypted. In view of the 
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above, it is submitted that claim 7 is not rendered obvious by the combination of 
Cordery and Vanstone. 

It is submitted that the application stands in condition for allowance. Reconsideration 
of the rejections Is respectfully requested and an early notice of allowance earnestly 
solicited. If the Examiner has any additional questions, please contact the 
undersigned at the number below. 



PITNEY BOWES INC. 
Intellectual Property and 
Tedinology Law Department 
35 Waterview Drive 
P.O. Box 3000 
Shelton, CT 06484-8000 



Respectfully submitted, 




Steven J. SKapiro 
'Reg. No. aB,677 
Attorney of Record 
Telephone (203) 924-3880 
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§2,5 Abstrmct atg^bra 



EXHIBIT A 
To Am0ndinmit dated 10/30/03 
" Appl.W 9 / 280|528 



75 



2.159 Example (Blum integer) For Ae Blum inlcger n = 21, Jn ^ {1, 4, 5, 16» 17. 20} and 
Qn — {5, 17, 20}. The four square roots of a = 4 are 2, 5, 16, and 19, of which only 16 is 
sdso in Q21 . Thus 16 is the principal square root of 4 modulo 21. □ 



2.160 Fact If n = M is a Blum integer, then the function / : (Jn — 
mod n is a permutation. The inverse function of / is: 



Qn defined by /(x) = 



2.5 Abstract algebra 

This section provides an overview of basic algebraic objects and their propei:tie5> for zefer- 
ence in the reminder of this handbook. Several of the definitions in §2.5,1 and §2.5.2 were 
presented earlier in §2.4.3 in the more concrete setting of the algebraic structure 

2.1 61 Definition A binary operation * on a set 5 is a mapping from 5 x 5 to 5. That is, * is a 
rule which assigns to each ordered pair of elements from 5 an element of 5- 



2.5.1 Groups 

2.162 Definition A group (G, •) consists of a set <? with a binaxy operation * on O satisfying 
the folio wing three axioms. 

(i) The group operation is associative. That is» a ♦ (6 # fi) = (a t ft) * c for all a, 6, c e G. 

(ii) There is an dement 1 E G, called the identity element^ such that a*l = l«a — a 
for all a € G. 

(iii) For each G there exists an element ar^ EG, called the inverse of a, such that 
o + a"* MC"^ *a » 1. 

A group G is abelian (or commutative) if, furthermore, 

(iv) a * ft ss 6 # a for all € 

Note that multiplicadve group notation has been used for the group operation. If the 
group operation is addition* then the group is said to be an additive group* the identity ele* 
ment is denoted by 0, and the inverse of a is denoted -a. 

Henceforth, unless otherwise stated, the symbol « will be omitted and the group oper- 
ation will simply be denoted by juxtaposition. 

2il63 Definition A group G is finite if \G\ is finite. The number of elements in a finite group is 
called its order 

2.164 Example The set of integers Z with the operation of addition forms a group. The identity 
element is 0 and die inverse of an integer a is the integer —a. □ 

^165 Example The set Zn, with die operation of addition modulo n, forms a group of order 
^.X'*' . n. The set Zn witii the operation of multiplication modulo n is not a group, since not all 
elements havemultiplicative inverses. However, die set Z;^ (see Definition 2. 124} is a group 
of order ^(n) under the operation of multiplication modido n. with identity element 1. □ 
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peniiissioa, and mucts are iudjcated A wide variwvnTr^^J^^tf^ Rqamtod matcnal is quoted with 

or for dMS conscqucnccj of their ufic ^ ^ ^ «q«msihility for tbe validity of aD 
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